.NET C# win10 Notifications Action Center hooks
How it works
In order to display toasts (notifications), a desktop application must have a shortcut on the Start menu.
Also, an AppUserModelID must be set on that shortcut.
The developer must specify a toast template. It can be chosen from the predefined templates coming with windows or cooked (XML)
· Example:
// Get a toast XML template
XmlDocument toastXml = ToastNotificationManager.GetTemplateContent(ToastTemplateType.ToastImageAndText04);

// Specify text elements
XmlNodeList stringElements = toastXml.GetElementsByTagName("text");
stringElements[0].AppendChild(toastXml.CreateTextNode("title")); stringElements[1].AppendChild(toastXml.CreateTextNode("Line 1));
... 
// Specify the image
XmlNodeList imageElements = toastXml.GetElementsByTagName("image");
imageElements[0].Attributes.GetNamedItem("src").NodeValue = imagePath;

// Create notification
ToastNotification toast = new ToastNotification(toastXml);
When sending a Toast we must include the AppUserModelID of the app's shortcut on the Start screen each time that we call CreateToastNotifier. If not so, the toast will not be displayed.
// Show the toast. Be sure to specify the AppUserModelId on your application's shortcut!
ToastNotificationManager.CreateToastNotifier(APP_ID).Show(toast);

· Environment:
In order to use notifications we must use PlatformVerion >= 8.0
<PropertyGroup>
    <TargetPlatformVersion>XX</TargetPlatformVersion>
</PropertyGroup>
This has to be set in the project file.
· Referenced DLLs:
We should add a reference to the System.Runtime.dll for the ToastNotificationManager to work.
It can be found in:
C:\Program Files (x86)\Reference Assemblies\Microsoft\Framework\.NETFramework\v4.5.1\Facades\System.Runtime.dll
Depending on which framework version we are using.
Hook
· [image: ]Analysis:
After debugging the sample application that triggers a notification, we found out that windows uses CSRSS system (ntdll.dll) for creating toast notifications.
This RtlRegisterThreadWithCsrss function handle everything, trying to hook that function by injecting code into it may cause unwanted issues probably a BSOFD. 
More Info
Limitations
It seems that there is not much to do in order to handle all the notifications triggered by apps, as for now Microsoft does not expose any API, for that.
[bookmark: _GoBack]A developer can only manage his own app notifications and access their history (using the AppUserModelID we mentioned above)
More
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